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CMMC Briefing

Discuss CMMC Certification.

Update on the current guidance and regs for achieving certification. 

Explain the requirements based on sensitivity of data. 

Discuss timeframe for CMMC.

Typical outcomes or issues that firms need to address to become certified.



Protection of
Critical Data • Chinese J-31

• China stole (CTI) data from multiple contractors. 
• Perform production/product integration.
• Saved time, money, R&D to develop prototype.

• Monetary savings used to further hurt U.S. 
businesses (e.g., drive down product prices).

• Reduce time U.S. had technical advantage in the air. 

• US F-35
• 5th generation strike/fighter aircraft 
• Super cruise (supersonic)
• High-tech platform – sensor to weapon system
• Costs:  $94-122M per plane

• Estimated $1.5T over course of 55-year period

WHY CMMC?



Protection of
Critical 
Infrastructure
Data

WHY CMMC?









What type of data 
do you need to 

protect?

Unclassified Information 
• Standardized handling of protected information 
• Subject to laws governing data of data
• What does your contract state?

Executive Order 13556, Controlled Unclassified Information
(EO 13556)



National Archives and 
Records Administration

National Archives and Records Administration (NARA)

• Policy, program guidance from the National Security Council

• Serves as the authority on protection of CUI

Information Security Oversight Office (ISOO)

• Contained within NARA

• Responsible to the President for policy and oversight of: 
• The U.S. government’s security classification system



Critical Infrastructure Financial

Immigration Intelligence International 
Agreements Law Enforcement

Legal Natural and Cultural 
Resources NATO Nuclear

Patent Privacy Procurement and 
Acquisition

Proprietary Business 
Information

Provisional Statistical Tax Transportation

The NARA CUI Registry Categories

Defense Export Control

• Controlled Technical Information (CTI)
• DoD Critical Infrastructure Security Information
• Naval Nuclear Propulsion Information
• Unclassified Controlled Nuclear Information – Defense

• Export Controlled (EXPT)
• Export Controlled Research (EXPTR) 
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• FCI is the broadest definition of government information requiring protection

• Characteristics include: Private information and contract related information
Examples 
• Plans
• Delivery Dates 
• Schedules
• Exemptions include: 

• Provided by government or information available on public websites
• Transactional information. COTS products

Commercial Companies are holding themselves accountable Federal Contract Information (FCI)

FCI: Information, not intended for public release, that is provided by or generated for 
the Government under a contract to develop or deliver a product or service to the 
Government, but not including information provided by the Government to the public 
(such as on public websites) or simple transactional information, such as necessary to 
process payments. Source: CMMC Glossary and Acronyms (48 CFR 52.204-21)

CMMC requirements based on Sensitivity of Data
Federal Contract Information (FCI) – Level 1
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• CUI is:
• Always considered FCI (but not all FCI is necessarily CUI).
• Not classified information 

Information that:
• The government creates or possesses.
• An entity creates or possesses on behalf of the government.
• Requires safeguarding.

Examples:
• Blueprints
• Health information
• Personnel records
• Base civil engineering maps
• Assessment Results/Data

CMMC requirements based on Sensitivity of Data
Controlled Unclassified Information (CUI)- Level 2

CUI: Information that requires safeguarding or dissemination controls pursuant to 
and consistent with law, regulations, and government-wide policies, excluding 
information that is classified under Executive Order 13526, Classified National 
Security Information, December 29, 2009, or any predecessor or successor order, 
or the Atomic Energy Act of 1954, as amended. Source: CMMC Glossary and Acronyms (E.O. 13556 (adapted)) 

CUIFCI
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CMMC Levels



Path to CMMC Level 1 Attestation
1. Understand the CMMC requirements.

DoD CMMC Model site: https://www.acq.osd.mil/cmmc/model.html
2. Identify the scope (Organizational Unit, Host Unit, Support Units).
3. Conduct a gap analysis.
4. Close any identified gaps.
5. Conduct a self-assessment on an annual basis.
6. Provide a senior official’s signature meeting CMMC requirements.
7. Register self-assessments and attestations in the Supplier Performance Risk System (SPRS).

OSC expected to maintain compliance with the CMMC Model during the (1) year.

17

Presenter Notes
Presentation Notes
 


https://www.acq.osd.mil/cmmc/model.html


Path to CMMC Level 2 Certification

18

1. Understand the CMMC requirements.
DoD CMMC Model site : https://www.acq.osd.mil/cmmc/model.html

2. Identify the scope (Organizational Unit, Host Unit, Support Units).
3. Conduct a gap analysis.
4. Close any identified gaps.
5. Find C3PAO in the CMMC Marketplace to perform a Level 2 assessment.
6. Assessment is conducted by the C3PAO’s certified Assessment Team.
7. C3PAO submits Assessment Report to the DoD.
8. When approved, CMMC Certification is valid for 3 years. 

OSC expected to maintain compliance with the CMMC Model during the (3) years.
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CMMC DOMAINS  Protect FCI and CUI.
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(L) 2002 Federal Information Security Management Act (FISMA), amended in 2014 as 
Federal Information Security Modernization Act
- Requires the government to protect sensitive information (such as FCI)

(L) Executive Order 13556, Controlled Unclassified Information  
- Standardized handling of protected information that is not classified 
- CUI is subject to laws governing FCI as well as those specifically for CUI

32 CFR part 2002
• Explains how to comply with EO 13556
• Creates overall requirements, governance, and management if CUI
• NARA to oversee CUI policy, created Information Security Oversight Office which 

publishes CUI notices

(R) 48 CFR § 52.204-21 – Basic Safeguarding of Covered Contractor Information Systems
- Explain how contractors can adhere to the law

o Responsibilities when delegating work to a subcontractor (flow down)
o Requirements and procedure contractors must follow to protect FCI, which 

include the 17 basic security controls  

NIST SP 800-53
• Catalog of security controls for federal information systems
• Defines the cybersecurity requirements for FISMA

NIST SP 800-171
 Catalog of security controls for protection of CUI in non-federal systems
 Based on NIST SP 800-53
 Created by NIST, NARA, in response to EO 13556 and 32 CFR
 Focuses on Confidentiality, does not emphasize integrity of availability

NIST SP 800-171A
• Guide for assessing the security controls defined in NIST SP 800-171

NIST SP 800-172
• A supplement for NIST SP 800-171
• Provides enhanced security requirements
• Adds controls to protect availability and integrity in addition to confidentiality

Department of Commerce is its parent Agency

Numerous publications covering policies

NIST.gov provides publications and resources  



Failure to receive an award.
• Loss of existing contract.
• Loss of ability to compete on future DoD contracts.

Contractual liability.
• E.g., breach of contract or civil/criminal penalties.
• Prosecution under the False Claims Act.

Christian Doctrine
• Mandatory procurement statutes/regulations shall be read into
federal contracts. 
• By operation of law, even if not explicitly stated.
Rationale
Procurement policies set by higher authority cannot be avoided or
evaded (deliberately or negligently) by lower government officials.

Consequence of not meeting CMMC



IT Security requires you to know your Information flows

Understand how your Information flows

Use a Maturity Model to protect your Information flows

All Cyber Maturity Models lead to NIST



Development of your Cyber Program

• Policy Development
• Critical decisions
• Risk management
• Model process selection
• Incident response
• Continuity management

Governance

• Procedure Development

• Reputation

• Predictability

• Potential liability

• Supply Chain

• Customer relationships

Confidence

• Procedure Execution

• Control Implementation

• Compliance Execution

• Safeguarding information

• Resource management People, 
Process and Technology

Accountability



CMMC December 2021
Model 2.0 released



TIME needed for Cyber Assessment

Step 1: 
Learn how Cyber 
Assessment 
models will 
benefit the 
organization

Step 2: 
Establish cyber 
improvement 
objectives 
aligned to your 
organizational 
objectives

Step 4: 
Develop and 
follow action 
plans and keep 
updated

Step 6: 
Evaluate 
capability and 
assess Cyber 
performance

Step 5: 
Deploy Cyber 
improvements 
and measure 
results

Step 3:  
Map current 
organizational 
processes to 
Cyber model 
practices
• People
• Process
• Technology

Cyber Assessment Life-Cycle Flow



PROTECTING AMERICAN ASSETS



Questions?

Dean Rock, SteelToad
dean.rock@steeltoad.com
240.988.1876

mailto:dean.rock@steeltoad.com
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