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Source: NIST Framework For Improving Critical Infrastructure Cybersecurity, v. 1.0 (Feb. 12, 2014) at p. 19. 



Source: Center for Internet Security 
(www.cisecurity.org/controls) 



Mitigation 1: Application Whitelisting 
Mitigation 2: Patch Applications 
Mitigation 3: Patch Operating Systems 
Mitigation 4: Minimise Administrative Privileges 



Basic Security Hygiene 



oPatch, Patch, and Make Sure You Did! 
oPrinciple of Least Privilege 
oControl Administrative Privileges 
oStrong, Well-Protected Passwords 
oMulti-Factor Authentication 
oSecurity Awareness Training 

Basic Security Hygiene 
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Questions? 
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